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‘The fact that the Network Box offered a single

appliance and a single point of management
was very attractive to us, and it has simplified

our job in managing security.’

Kenny McLeod
IT Manager

INDUSTRY Art Organisation

Receiving over a million visitors a year,
the National Galleries of Scotland pro-
vides access for the public to art from the
14th century to the present day. It con-
sists of five galleries in Edinburgh, and
two smaller galleries in Berwick-on-
Tweed and Banff.

Like many medium-size organisa-
tions, IT resources at the National Galler-
ies are limited. IT Manager Kenny
McLeod heads up a three-person team
that is responsible for supporting 350
employees across the four main sites in
Edinburgh. Around 200 of these staff use
PCs regularly.

As can be imagined, supporting
these PCs and managing the IT infrastruc-
ture is a demanding task. Recently, the
National Galleries decided it needed to
improve its Internet security capabilities.
“We already had some stand alone secu-
rity solutions, but we needed to upgrade
our protection, “ said McLeod.

After evaluating the alternatives,
McLeod chose an integrated, remotely-
managed security appliance from Net-
work Box. He commented, “The fact that
the Network Box offered a single appli-
ance and a single point of management

was very attractive to us, and it has sim-
plified our job in managing security.”

“We also liked the Network Box’s
ability to be remotely updated to respond
to new threats,” continued McLeod. In
use, this means that the appliance pro-
vides protection against new threats
without any user intervention required
from the National Galleries.

Price was a third key factor, as
McLeod explained: “The Network Box
works out cheaper for us than standalone
solutions. Ongoing maintenance is simi-
lar, but the initial installation costs were
quite a lot lower than the standalone ap-
proach.”

The National Galleries uses a range
of the features offered by the Network
Box, including anti-spam, anti-virus, a
firewall, intrusion prevention and content
filtering. It is used at the gateway from
the National Galleries network to the
public Internet, and handles all traffic into
and out of the network. It is located at the
Dean Gallery site in central Edinburgh —
from here, the other three main sites
within the city are connected via private
leased lines.

“The Network Box significantly
reduced our spam problem,” said
McLeod. Since the initial reduction,
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McLeod has also seen a steady reduction
in spam as the Network Box learns what
is legitimate traffic and what is spam.

The National Galleries has also
used the Network Box’s firewall to re-
place its proxy server. “We realised once
the Network Box was installed our proxy
server was redundant, so we’ve been able
to remove it and redeploy it elsewhere,”
commented McLeod.

The box’s content filtering function
is used to restrict access to inappropriate
content on the Internet. The Galleries did
find they needed to change the original
settings: alcohol-related web sites were
blocked by default, but staff needed ac-
cess to these sites as some drinks compa-
nies are important sponsors of the galler-
ies” work. “We made a quick phone call
to Network Box to just check what we
were doing, then it was easy to make
these changes ourselves,” said McLeod.

Finally, the Network Box's intru-
sion prevention capability has been set at
the default level to block attempts to hack
into the National Galleries’ network.

“There’s so many capabilities in
the Network Box, we're still discussing
how we can take full advantage of all the
features,” commented McLeod.

Six months after installation, results
have been positive. “To our knowledge,
nothing at all has got through the Net-
work Box in the time we’ve had it,” said
McLeod. “The Network Box has been

excellent and we’ve had absolutely no
problems— we’ve had no security outages
that have stopped us working.”

McLeod has easy access to weekly
and monthly reports on the security
threats intercepted. “Our latest report
shows the Network Box blocked 4,627
spam emails in a week, out of a total of
18,307 emails received.” He said this
figure (25%) is typical of the percentage
of spams that the National Galleries re-
ceives.

The management reports also al-
low the Galleries’ IT staff to see how
many viruses or violations are blocked by
the Network Box — in a typical week this
will be between 150 and 200.

Maintaining and configuring the
Network Box has been straightforward,
mainly because it is a remotely-managed
and updated service. McLeod com-
mented, “We’ve been most impressed by
the support we've received from Network
Box.”

McLeod is planning to use the
Network Box’s Virtual Private Network
(VPN) capability: “We're in the process of
setting up a VPN to securely connect one
of our smaller remote sites, the art store
in Edinburgh. For a site this size, a leased
line would not be cost-effective.”

More information on the National Galler-
ies of Scotland is at
http://www.nationalgalleries.org/
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