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o The NBRS-3.0 firewall used a stop-start
mechanism to apply firewall changes, that was
onerous on boxes with thousands of rules

The NBRS-5.0 firewall uses an atomic mechanism
in the kermnel to switch live running firewall rules in
an instant (without loss of network connections)

This allow us to scale NBRS-5.0 firewalls to tens of
thousands of rules

Access Control Lists are a key feature of NBR3-5.0
Mot just limited to Firewalling
Access Control Is integrated to every module

o Effectively extending the firewall throughout the
system and allowing for a holistic security policy
to be applied
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NBRS-5.0 Firewall

B
V4
&
A
)
'ﬁ

T AR 35

A~ ffiod 2 A0 AR PR pGRE T o 8L T L

S8 APPSR LR 2 s AR =

5= l’[ﬁ'ﬁ'?vﬂt’ﬁjﬂfé?ﬂ (ACL) Hlikl- flatFf L FFRTE T - B0
IP S5~ 7 I R ID e BRI
SR o S T LRLE iR E T (T 10.8.2.301 fﬂ Rl [l 1Pv4
(b gE) > S i R R 20 (1971 10.8.2.0/24 ép?ﬁ,’r 10.8.2.99)

3V FHRLE 0
%)= I PO

Permit LAN host 10.8.2.1 to call 10.8.9.99
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Permit LAN host 10.8.2.65 to call 10.8.9.99
Permit LAN host 10.8.3.68 to call 10.8.9.99
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